Ipuiaoxenue Ne2.

NudpopmannoHHas namMATKa 1A 00yYAIOLIUXCH AJIs1 Pa3MeELeHUs Ha
opunuanbHbIX UHTEPHET-pEcypcax

C KaXIbIM TOJI0M MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a IMKOJbHUKU
OJHA U3 CaMbIX aKTHUBHBIX MOJIb30BaTene PyHera. Mexay TeM, TOMHUMO OTPOMHOTO
KOJMYECTBA BO3MOJKHOCTEH, HMHTEPHET HECeT M MpoOJeMbl. JTa IMaMsATKa JOJDKHA
IIOMOYb TeOe Oe30ITacHO HaXOAUThCS B CETH.

KOMHLIOTepHLle BHUPYCHI

KoMmnbroTepHbIld BUPYC — 3TO PAa3HOBHAHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOU SIBJIIETCS CIIOCOOHOCTh K PA3MHOKEHUIO.

B nomnonHeHune K 3TOMy, BUPYChI MOTYT ITIOBPEAUTH WIH MOJHOCTHIO YHUUTOXKHUTH
Bce (ailsibl U JaHHbIE, NOJKOHTPOJIbHBIE TOJb30BATEN0, OT UMEHH KOTOpPOro Oblia
3amylleHa 3apaXEéHHas NporpaMMa, a TaKXke NOBPEOUTb WM JaXe YHUYTOXKHUTH
OTEpAIOHHYI0 CHCTEMY CcO BceMu (haiimamu B 1eqoM. B OONBIIMHCTBE ciydaeB
PacpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozp! 32U ThI OT BPEIOHOCHBIX IIPOrPAMM:

1. HUcnonb3yil COBpeMEHHBIE OINEpPALMOHHBIE CHUCTEMbI, HMEIOUIUE CEPhEIHBIN
YPOBEHB 3AIIMUTHI OT BPEAOHOCHBIX TPOTPAMM;

2. IlocTtossHHO ~ ycTaHaBnuBai  madytu  (IUpoOBBIE  3aIUIaTKH,  KOTOpbIE
aBTOMATUYECKH YCTAHABIMBAIOTCS C IEJIBbIO JTOPAOOTKH MPOTpaMMbl) U JApPYyTue
OOHOBJICHUSI CBOEH omepaluoHHON cucTeMbl. CkauMBall HUX TOJBKO C
opunmanbHoro caiita paszpaborunka OC. Ecium cyliecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaGoraii Ha cBoeM KOMIbIOTEpE IO/ TMpaBaMU IMOJIb3OBATENs, a HE
aMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonw3yi AHTUBUPYCHBIE IPOTPaAMMHBIE IIPOAYKTHI U3BECTHBIX
MIPOM3BOIUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub PU3HYECKHI TOCTYN K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIULL;

6. Wcnonp3yit BHemHWE HOCUTENH WH(GOpMalWW, Takue Kak ¢Iiemka, AUCK WU
(aiin U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

/. He oTkppiBail KOMIBIOTEpHBIE (ailibl, MOJYyYEHHbIE W3 HEHAJAEKHBIX
UCTOYHUKOB. Jlaxke Te (hailyibl, KOTOpbIEe MpHUCIadl TBOW 3HAKOMBINA. Jlyure
YTOYHU Y HETO, OTIPABJISII JIU OH TeOE HX.

Ceru WI-FI

Wi-Fi — 370 He BUj mepenayu aHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpEH],
Mapka. Eme B 1991 romy HuaepnaHjickas KOMIAHHUS 3aperucTpupoBalia OpeH.



«WECA», uro o6o3nauano cnoBocouetanue «Wireless Fidelity», xkoTopsbrit
NEPEeBOIUTCA KaK «OeCTpOBOAHAS TOYHOCTD.

Jlo Hamero BpeMeHu Jolia apyras abopeBuarypa, KOTopasi siBJIsS€TCS TaKOU e
TexHoJoruen. Ito abopeBuarypa « Wi-Fi». Takoe HazBaHue ObUIO JaHO ¢ HAMEKOM Ha
CTaHJapT BBICIIMKA 3ByKoBOM TexHukM Hi-Fi, uTo B mepeBoje o3HayaeT «BBICOKAs
TOYHOCTBY.

Jla, OecmiaTHBIA WHTEPHET-IOCTYN B Kade, OTENSAX W a’dporopTax SBISCTCS
OTJIMYHOW BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCHEpTHl CUUTAIOT, YTO
obmenoctynubie Wi-Fi ceTu He SBISIOTCS O€30MaCHBIMH.

CoBeThl 110 0€30MaCHOCTH paboTe B 00IIEIOCTYITHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro smuHyto nHpopmaruio yepe3 obdmenocrynusie Wi-Fi cern.
PaGoTast B HUX, KeNaTeIbHO HE BBOJUTH MAPOJIUA JOCTYNA, JOTUHBI U KaKHE-TO
HOMEpA;

2. Ucnonw3yit m OOHOBIISANM aHTUBUPYCHBIC TTPOTrpaMMBbl U Opanamayep. Tem caMbiM
ThI 00€30macHIlb ce0s OT 3aKauKu BUpPYyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonp3oBannu Wi-Fi otkmoun ¢ysakmuio «OO0mmii goctyn K ¢ainam u
npuHTepam». J[aHHas (QYHKUMA 3aKphiTa MO yMOJYAHUIO, OJHAKO HEKOTOpHIE
MO0JIb30BaTeNId AKTUBUPYIOT €€ i ynoOCTBa HMCHOJB30BaHHS B paboTe WM
yueoe;

4. He ucnonw3yit myonuunbiiit WI-FI nns nepenauu AMYHBIX JaHHBIX, HATpUMEP ISt
BBIXO/Ia B COIMAIIbHBIE CETH WJIA B DJICKTPOHHYIO TMOYUTY;

5. HUcnonb3y#t Tonwpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOwnbHOM Tenedone otkimoun QyHknuio «llogkmrouenne k- Wi-Fi
aBTOMaTh4ecKkn». He pomyckaif aBTOMaTHYECKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbIe CeTH

CounanbHble CETU aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOAU padOTaOT U
KUBYT TaM MOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH MUILIUAP]] YEJIOBEK, YTO
ABJISICTCS OJHOM CEIbMOM BCEX KUTEJEH TUIAHETHI.

MHorue 1moib30BaTei HE MOHUMAIOT, YTO MHGOpPMAIUs, pa3MelleHHass UMU B
COITMAIBHBIX CETSIX, MOXKET ObITh HaliJICHAa M UCII0JIb30BaHA K€M YT'OJIHO, B TOM UHCJIE HE
00s13aTeNIbHO ¢ OJ1arMMu HaMEPECHHSIMU.

OcHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMAIBHBIX CETSIX:

1. Orpannub crucok npy3ed. Y TeOs B APY3bsiX HE JODKHO OBITh CIIyYalHBIX U

HE3HAKOMBIX JIIOJICH

2. 3ammiaii CBOI0 YacCTHYIO XU3Hb. He ykasbpiBaii maponwu, TenedoHsl, aapeca, 1aTy

TBOETO POXIEHUS U JPYTyI0 JUYHYIO HH(POpMAIUio. 3JI0YMBIIUICHHUKH MOTYT



UCIIO0JIb30BaTh JAake MH(OPMAIIUIO O TOM, KaK Thl U TBOU POJUTENHU TIJIAHUPYETE
MPOBECTU KaHUKYJIbI;

3. 3amuinaii CBOIO peryTaluio - AEP>KHU €€ B YUCTOTE U 3a/1aBai cede BOMpOC: XOTeN
OBI ThI, YTOOBI JIPyTHUE IMOJIL30BATEIN BUJIESIH, UYTO ThI 3arpyxaemis? [logymai,
IPEKJIC YeM UTO-TO OIyOJIMKOBATh, HAITMCATh U 3arPY3HUTh;

4. Eciu Thl TOBOpHWINL C JIOJbMHU, KOTOPHIX HE 3HAEllb, HE HCIOIb3YH CBOE
peanbHOE UMS U JIPYTYIO JIMYHYI0 WHGOPMAINH: UMsI, MECTO JKUTEIhCTBA, MECTO
y4eObl U poYee;

5. U30berait pasmemienust (ororpaduii B MuTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO ONPEACIUTH TBOE MECTOIOJIOXKEHHUE;

6. Ilpu perucTpanuu B COIMAIBLHOH CETH HEOOXOIWMO HKCIIOJIb30BaTh CIIOXKHBIC
apoJId, COCTOsIIME U3 OYKB U ITU(P U ¢ KOJIMUYESCTBOM 3HAKOB HE MEHee §;

/. Jlns coumMalibHOM CEeTH, MOYTHI U JPYTUX CaWUTOB HEOOXOJUMO HCIOJIb30BaTh
pazHbie maponu. Torga eciau TeOS B3JIOMAIOT, TO 3JO0YMBIIUJICHHUKU MOJIYy4aT
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

BJIeKTpOHHLIe JACHbI'H

DJIEKTPOHHBIE JE€HBI'M — O5TO OYCHb YJOOHBIM CIOCOO TIUIATEXKEH, OHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYUUTh ITH JICHBIH.

DNEKTPOHHbIE JAEHbIM TOSIBUINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO
MHOTHX FOCyAapCTBax /10 CHX MOP HE NPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (PYHKIMOHUPYIOT M O HUX YX€ MPOMUCAHO B 3aKOHE, e UX
pa3lesAOT Ha HECKOJIBKO BHJIOB — AHOHMMHBIE U HE AaHOHMMHBIE. PasHuIa B TOM, 4TO
AHOHMMHBIE — O3TO T€, B KOTOPBIX pa3peliaeTcs NPOBOAUTH olepauuu 0e3
UJCHTU(PUKAIIMY TI0JIH30BATEIIS, 4 B HEAHOHUMHBIX HACHTU(UKAIIUU TOJIb30BATENs
SIBJISIETCS 00s13aTEIBHOM.

Taxke crenyer pasiauyarh dJEKTPOHHbIE  (QUaTHbIE JACHBIM  (paBHBI
roCyJapCTBEHHBIM BajJlOTaM) M DJJIGKTPOHHbIE HedUaTHbIE [EHbru (HE paBHBI
roCyJIapCTBEHHBIM BaJIOTaAM).

OcCHOBHBIE COBETHI O 0€30MaCHOIN padOTe € 3IEKTPOHHBIMU JE€HbIaMU:

1. IlpuBsku K cuery MOOWIBbHBIA TenedoH. DTO camblii yHOOHBIM U OBICTPBII
croco0 BOCCTAHOBUTH JIOCTYyMN K cuery. [IpuBs3aHHBIN TelieQOH MOMOXKET, €CIH
3a0yJelnib CBOM IUIATEXKHBIA MMAapoJib WM 3aijiellb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Vcnonp3yit ogHOpa3oBeie mapoiu. [lociae nepexo/ia Ha yCUIIGHHYIO aBTOPHU3AINIO
TeOe yxe He OyJeT yrpokarb OMacHOCTh KPa)XXd WIIM TepexBara IUIATeKHOTO
apoJs;

3. BwiGepu cioxusbril mapoms. [IpecTymankam OyneT He MPOCTO YraaaTh CIOMKHBIHA
naposib. Hage:xHple mapoau — 3TO Mapoiv, KOTOPBIE COIEPKAT HE MEHEE 8 3HAKOB



U BKJIIOYAIOT B ce0sl CTPOYHBIE M MPONUCHBIE OYKBbI, HU(PBI U HECKOJIBKO
CHUMBOJIOB, TakuW€ KakK 3HaK Jojijiapa, (pyHTa, BOCKIMLIATEIbHBIH 3HaK M T.II
Hamnpumep, $tROng!;;

4. He BBOAM CBOM JUYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JOBEPSEIIIb.

DJIeKTPOHHASA MOYTA

DnexkTpoHHass MOYTa — 3TO TEXHOJIOTMS M NPENOCTaBISEMbIE €K YCIYTd IO
MEPEChUIKE U TOJMYUYEHHUIO JJIEKTPOHHBIX COOOIICHHUH, KOTOPHIE PACHpPEIENsSIOTCS B
KOMIIBIOTEpPHOU CETHU.

OOBIYHO BJEKTPOHHBIA MOYTOBBIM SIIMK BBITJISIUT CIEIYIOIUM 00pa3oM:
UMS_TI0JIb30BaTENSI(@UMS_JTIOMEHa.

Taxke KpoMe Iepefadyu IPOCTOrO TEKCTA, UMEETCS BO3MOXKHOCTbH IIEPENaBaTh
(aibl.

OCHOBHBIE COBETHI IT0 OE30ITaCHOM pPabOTE C JIIEKTPOHHOM MOYTOM:

1. Hapo BwIOpaTh mpaBWIIbHBIA MOYTOBBIA CEpBUC. B HHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlle JOBEPATH TEM, KOTO
3HAEUIb U KTO NEPBbIM B PEUTHHTE;

2. He ykaspiBaii B JMYHOM moure iuuHylo uHbopmanuto. Hampumep, mydine
BBIOpATh «My3bIKaIbHBIN _(panat@» unu «pok2013» BmecTo «Ttemal3»;

3. HUcnonp3yit NBYXATamHYIO aBTOPH3AIMI0. JTO KOT/JAa MOMHMO Tapojis HYXHO
BBOJUTH KOJI, TpUCHLIaeMblii Mo SMS;

4. Bwibepu CHOXHBIN maposb. [ KaXa0ro MOYTOBOTO SIIUKA JTOHKEH OBITH CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJb;

5. Ecnu ecTh BO3MOXKHOCTH HalKcaTh CAMOMY CBOM JIMYHBIA BOINPOC, UCHONB3YH
3Ty BO3MOXKHOCTb;

6. Vcnonb3ylt HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIi NJ11 4aCTHON MEPENUCKH C
agpecaTaMy, KOTOPbIM Tbl JOBEpSCIIb. JTO JJIEKTPOHHBIM aJpec HE Halo
UCIIOJIb30BaTh MPU PETUCTpAIlMU Ha (OpyMax U calTax;

7. He oTkpeiBaii (paitsibl 1 qpyrue BIOKCHHS B MHUChMaX JaKe €CIIM OHU MPUIILIA OT
TBOUX Jpy3ei. Jlyulie yTouHH y HUX, OTHPABIIUIN JIU OHU TeOe 3TU (ailiibl;

8. Ilocrme oxkoH4aHHs pabOTHI HA MOYTOBOM CEPBHCE MEpel 3aKPHITHEM BKIAIKU C
caiiToMm He 3a0yp HaXKaTh Ha « BeIATIY.

Ku6epOysiMHT UM BUPTYaJjibHOE U3/1€BATEIbCTBO

KubepOymmuHr — mpecienoBaHue COOOUICHUSMH, COAEPIKAIIMMU OCKOPOJIeHuS,
arpeccuio, 3alyrHBaHUE; XYJIWTAHCTBO; COIMAajIbHOE OOMKOTMPOBAHHE C TOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIITMHTOM:

1. He Gpocaiica B 00ii. JIyumuii cnoco0: mOCOBETOBAaThCA KaK ceOsl BECTU U, €CIIU

HET TOTr0, K KOMY MOJKHO OOpaTUThCS, TO BHadalle YCIIOKOUThCS. Ecimu Thb



HaYyHEeIllb OTBEYaTh OCKOPOJIEHUAMHM Ha OCKOpPOJEHHS, TO TOJbKO €euie OOoJblIe
pazoAOKeIb KOHPIIHUKT;

2. Ynpanisi cBoel KuObeppenyTaiuei;

3. AHOHMMHOCTH B ceTu MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKayHTOM;

4. He cTouT BecTH XylIHraHCKUN 00pa3 BUPTyaslbHOH ku3HU. HTEpHET hukcupyer
BCE TBOM JICUCTBUA U COXPaHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTEIBHO;

5. CoOnronait cBOM BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. Urnopupyit enuHuuHblii HeratuB. OIHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
Jydiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha HauyajabHOM CTaluu;

/. ban arpeccopa. B mnporpammax oOMeHa MTrHOBEHHBIMH COOOILEHUSMHU, B
COLIMAJIbHBIX CETSX €CThb BO3MOKHOCTbH OJIOKHPOBKH OTIPABKH COOOLIEHUH C
ONPENIEIICHHBIX aJPECOB;

8. Ecniu T1h1 cBuperens kubepOymauHra. TBow [eHCTBUS: BBICTYNUTH MPOTUB
IpeciaeaoBaTens, MMoKa3aTb €My, 4TO €ro JACHCTBHS OLIEHMBAIOTCS HEraTUBHO,
MOJJIepKaTh KEPTBY, KOTOPOM HY)KHA ICUXOJOTHYECKas MOMOLIb, COOOUIUTh
B3pOCJIBIM O (paKTe arpecCUBHOTO MOBEICHUS B CETH.

MooOuinbHbIN TeedoH

CoBpemeHHbIe cMapT(OHBI M IUIAHIIETHI COAEpP)KAT B ceOe BIOJHE B3POCIBIN
byHKIMOHAT, W Temeph OHU MOTYT KOHKYPHUPOBAaTh CO  CTAaIllMOHAPHBIMU
komnbpioTepamu. OJIHAKO, CPEICTB 3allUThl A MOAOOHBIX YCTPOWCTB IMOKAa OYEHb
MaJo.

TecTupoBaHMe U MOUCK YA3BUMOCTEN B HUX IPOUCXOJUT HE TAaK HMHTEHCUBHO, KaK
st ITK, To e camoe kacaeTcsi U MOOUIIBHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephbl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO pacIIMpeHue (yHKIIMOHAIA BJIEUET 3a CO00M OOJBINYIO CIOKHOCTD U
MEHBIITYIO 3aIUIIEHHOCTD.

Jlaneko He BCe MNPOU3BOJUTENM BBIMYCKAOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTUYECKUE YS3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OcCHOBHBIE COBETHI 151 0€30MaCHOCTU MOOUIILHOTO TelieoHa:

1. Huuero He siBisieTcs mo-HacToseMy oecriatHbIM. Byib ocTOpOK€eH, Bellb Korja
Tebe mpenaratoT OecIulaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKUE-TO
TUTATHBIE YCITYTH;

2. Iywmaii, npexzae yeM oTnpaBuTh SMS, ¢hoto unu Buaeo. Thl TOUYHO 3HAEHIb, I
OHHU OyIyT B KOHEUHOM HTOTE?

3. Heo6xomumMo 0OHOBIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Vicnonp3yii aHTUBHPYCHBIE IPOTrPaMMBbI JIJI MOOMIIBHBIX TeNe()OHOB;



He 3arpyxaii mpwiokeHHs: OT HEHU3BECTHOIO MCTOYHMKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeYeHUE;

[Tocne Toro Kak Thl BBIMJICUIB C CaNTa, I€ BBOJIWI JIMUHYIO HH(POPMALIUIO, 32l 1
B HACTPOWKH Opay3epa u yaanu cookies;

[lepuoguueckn mnpoBepsii KaKue IJIATHBIE YCIYyTM AaKTUBUPOBAaHbI HAa TBOEM
HOMEDE;

JaBaii cBOll HOMEp MOOMIIBHOTO TeJI€(POHA TOJIBKO JIFOJIAM, KOTOPBIX Thl 3HACLIb
1 KOMY JIOBEpsICIIIb;

Bluetooth gomken ObITH BBIKIIIOUEH, KOT/Ia Tl UM HE MOJb3yelibes. He 3a0biBait
MUHOTJIa TIPOBEPSATH ITO.

Online urpsi

COBpeMeHHBIe OHHaﬁH-HprI — OTO KpPaCOYHBIC, 3aXBATbIBAIOIIKUC PA3BJICYHCHUA,

O6T>€I[I/IH$IIOHII/IG COTHHU TBICAY YCJIOBCK 110 BCEMY MHUPY. HFpOKI/I HCCIICAYIOT I[&HHI)Iﬁ UM

MHUp, OOLIAIOTCS APYr C APYroM, BBIMOJHAIOT 3aJlaHHs], CPAXalTCS C MOHCTPAMH H

MOJIy4aroT OIIBbIT. 3a YAOBOJBCTBHUC OHHM IUIATAT: IMOKYHIAOT AWCK, OINIAYUBAIOT

a0OHEMEHT WJIU IPUOOPETAIOT KAKKE-TO OMIIUHU.

Bce 3t CpCaACTBA UAYT HA MMOAACPKAHUC WU PA3BHUTUC UT'PBI, 4 TAKKC Ha CaMy

0€e30MacHOCTb: COBCPIICHCTBYIOTCA CUCTCMbI ABTOPU3AllU, BBIITYCKAIOTCS HOBBIC ITATYU

(mmdpoBbIe 3aMIaTKy 7151 TPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTouT O1acarbCia HC CTOJBKO CBOHMX COIICPHHUKOB, CKOJIBKO

KpaxXu TBOCTI'O I1apoOJIsl, HAa KOTOPOM OCHOBAaHa CUCTEMA daBTOPHU3alINU OOJBIIMHCTBA urp.

N

No bk w

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAayHTA:

Ecnu gpyroit urpok Bener cels IUIOXO WM CO3JaeT Te0e HENpUATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

[Toxanyiics aaMUHUCTpAaTOpaM WIPbl Ha IUIOXOE IIOBEIEHUE 3TOrO0 HWIPOKA,
KeIaTeIbHO MPUIOKUTh KaKHe-TO JJOKAa3aTEIbCTBA B BUJIE CKPUHOB;

He yxa3biBail nuuHyo nHGoOpMaIio B mpodaiiie urpsl;

YBaxai Ipyrux y4aCTHUKOB 10 UTPE;

He ycranaBnuBaii HeopuuuanbHble IaTYU U MO/JIbI;

Hcnonp3yii CII0KHBIE U pa3HbIE MTAPOJIH;

Jlaxke BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaenis, TBON
KOMIIBIOTEP MOTYT 3apPa3HTh.

@OUIIUHT WIH Kpaika JHIHbIX JaHHbIX

OObIuHOM Kpameﬁ ACHCT U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HC yAHMBHUIIbL, HO C

pPa3sBUTUECM I/IHTepHCT'TCXHOHOFI/Iﬁ 3JIOYMBIIIVICHHUKH IICPEMCECTUIIMCh B HMHTCPHCT, U

MMpoaAO0JIKAIOT 3aHUMATbLCA «ITFOOMMBIMY JACJIIOM.

Tak mosiBUIach HOBas yrpo3a: MHTCPHCT-MOIICHHUYCCTBA WJIN (1)I/IIHI/IHF, rjIaBHasda

oCJab KOTOPOIO COCTOUT B IIOJNYUCHHHU KOH(bHHeHHHaHBHBIX JaHHBIX MOJb30BaTEICH —



J0ruHOB U naposieid. Ha anrnuiickoM si3bike phishing yutaercs kak guimmsr (ot fishing
— pBIOHAsI JIOBIIA, password — MapoJihb).
OcCHOBHBIE COBETHI 110 0OpHOE ¢ PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThlI mojo3peBaelilb, YTO TBOS aHKETa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATH €€ U COOOIIUTHh aAMUHUCTPATOpPaM
pecypca 06 3TOM Kak MOYKHO CKOpee;

2. Ucnonp3yit Oe3omacHbie BEO-CAThl, B TOM YHCIIEC, WHTCPHET-MAra3uHoB U
MTOMCKOBBIX CHCTEM;

3. HMcmonw3yii cloXHBIC B pa3Hble Mapoian. Takum oOpa3om, eciii TeOs B3IIOMAIOT,
TO 3JOYMBIIUIEHHUKH TOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY MNpOdUIIO B
CETH, a HE KO BCEM;

4. Ecnu TeOst B31OMald, TO HEOOXOIMMO MPEAyNpenuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OABIICHBI Y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMAIU U, BO3MOXKHO,
OT TBOETO UMEHH OYyI€T PaCChUIATHCS CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu HanexHbid naposib (PIN) Ha MOOMIBHBIN TenedoH;

o

OTkJir0un coXpaHeHue napods B Opaysepe;
7. He oTkppbiBail (pailsibl U Ipyrue BIOKEHHS B MUCbMaX Ja)Ke €CJIM OHU MPUILIA OT
TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTIPABIISIIN JIM OHU Tebe 3TU (ailibl;

udpoBas penyranus

[udposas pemyraiys — ’TO HETaTHBHAS WJIA TTO3UTUBHAS WH(OPMAITUS B CETH O
tebe. Kommpomerupyromass wuHopmarus pa3MmernieHHass B HMHTEPHETE MOXKET
CEpPBhE3HBIM 00Pa30M OTPA3UTHCS HAa TBOCH peasibHOM KU3HHU.

«IIudpoBas pemnyrauus»» — 3TO TBOM HMHIK, KOTOPBIM Qopmupyercs wu3
uH(popmaIu o Tede B MHTEPHETE.

TBOe MecTO KHUTEIhCTBa, yueObl, TBO€ (PMHAHCOBOE ITOJIOKEHUE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJU3KUX — BCE ITO HAKATUTMBAETCS B CETH.

MHorre TOAPOCTKUA JIETKOMBICIEHHO OTHOCATCS K MyOJMKAIuU JIMYHOU
uadopmaruu B MHTEepHETE, HE TOHHMMAas BO3MOXXHBIX TOCHEACTBUU. Thl maxke He
CMOJKEIb JIOTalaTbcd O TOM, 4YTO Qororpadus, pazMelieHHas 5 JeT Hazal, craja
NPUYUHON OTKa3a MPUHATH T€OS Ha padoTy.

KommenTtapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue ISUCTBUS MOTYT HE
MCYE3HYTh JaXXe MOoCcJe TOTO, KaK Thl UX YJalullb. Thbl HE 3HAClIb, KTO COXpPAaHUI 3Ty
uH(popMaIMIo, Tomaja JId OHa B TMOHMCKOBBIE CHCTEMbl M COXpPAaHWUJIACh JIM OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKpy’Karoiiee JII0IU, KOTOPhIe HAWAYT U YBUIST 3TO.
Haiitn naopmaruio MHOTO JIET CITyCTsI CMOKET JTIF000# — KaK U3 T0OPhIX MOOYKICHUH,
TaK ¥ C HAMEPEHUEM NPUUYUHUTH BPEJ. ITO MOKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI O 3aIUTE LUPPOBOM permyTaluu:



1. Tlomymaii, mpexze 4eM 4yTo-TO MyOJIMKOBAaTh U MepeaaBarh y cedst B 0jore win B
COLIMAJILHOU CETH;

2. B HacTpoiikax npo¢uis yCTaHOBH OTPpaHUYCHHS Ha IIPOCMOTP TBOETO Mpoduis u
€ro COEPKUMOTr0, CAENAN €ro TOJIBKO «UIs APY3€ei»;

3. He pasmemaii m He yka3piBail WHGOPMAIMIO, KOTOpass MOXKET KOro-Iudo
OCKOPOJIAThH WIIH OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE  IMIKOJbHUKM —  AKTUBHBIE  MOJIb30BAaTENM  LIU(PPOBOIrO
npoctpaHcTBa. OJHAaKo JaJeKo HE BCEe 3HAIOT, YTO IMOJb30BaHUE MHOTUMU
BO3MOKHOCTSIMH LIU(PPOBOTO MuUpa TpedyeT cOOIOACHHS MPaB Ha MHTEIUIEKTYyalIbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEIEKTyalbHass COOCTBEHHOCTbY» OTHOCUTCS K  Pa3IUYHBIM
TBOPEHHSM UEJIOBEUECKOTO yMa, HAuyWHAs C HOBBIX MH300pPETEHUH U 3HAKOB,
0003HAYAIOIMNX COOCTBEHHOCTh HA MPOAYKTHI M YCIyrd , U 3aKaHYMBas KHUTaMH,
dotorpadgusmu, KHHOQUIEMAMH U MY3bIKAJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TMpaBa — 3TO IpaBa Ha HWHTEIEKTYaJbHYI0 COOCTBEHHOCTh Ha
POU3BEACHUS HAYKH, JINTEPATYPbl U HCKYCCTBA.

ABTOpCKHE TpaBa  BBICTYNMAIOT B  KayecTBE TapaHTUU  TOro,  YTO
MHTEIJICKTYalbHBIM/TBOPUECKUI TpyA aBTOpa HE OyJIeT HanpacHbIM, JacT €My
CHpaBeIMBbIE BO3ZMOXKHOCTH 3apaboTaTh Ha pe3yjibTaTax CBOETO TPYyAad, MOJYyYHUTb
U3BECTHOCTh U NPU3HAHUE.

Hukro 0e3 paspenieHus aBTopa HE MOKET BOCHPOU3BOJUTH €r0 MPOU3BEACHHUE,
pacnpoCTpaHsTh, MyOJIUYHO JEMOHCTPUPOBATH, MIPO/IaBaTh, UMIIOPTUPOBATh, IyCKATh B
npoKar, MyOJIMYHO HCIOIHATH, MOKa3bIBaTh/UCHOJHATh B 3(dupe HUiIM pa3Meliarb B
HNurepnere.

Hcnonp30BaHue «IUpaTcKoro» MporpaMMHOr0 00ECIeueHUsI MOXKET IPUBECTU KO
MHOTUM pHCKaM: OT MOTEpPH JaHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJIEHA HE JieraibHas nporpamma. He cTrout takke 3a0bIBath,
YTO CYIIECTBYET JETrajibHbIE 1 OECIJIaTHBIE MPOTPAMMBbI, KOTOPHIE MOXKHO HAWTH B CETH.

O nopraJue

CereBu4oK.pd — TBOM TJIABHBIN COBETYHMK B CETH. 371€Ch Thl MOXEIIb y3HATh O
0€30MMacHOCTU B CETH TMOHSATHBIM M JOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyallil OOpaTHThCS 3a COBETOM. A TakKe IMPHUHATH yYacTHE B
KOHKYpCaXx U CTaTh CaMbIM IU(GPOBBIM IPAKJIaHUHOM!



